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We have written several books and many articles about Windows Embedded/loT over the past few
decades. We have discussed the build process, unique features, and the concepts to support the
product over its life cycle. The only thing we have never covered is Windows licensing. For the
most part, we have left this discussion to Microsoft and the distributors to provide the details.
Microsoft has done a lot of work on the Dev Center (Windowsondevices.com) website to provide
all the steps a developer needs to get going in developing an image. It has been brought to our
attention several times that the only thing not clear on the website is how to actual license Windows
10 IoT Core or Windows 10 loT Enterprise (aka Windows 10 Enterprise LTSC). This paper will look
at the whole process of licensing.

Warning: The information in this article will change as Microsoft adjusts its business model over
time. Please check with your Microsoft distributor for the latest information.
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1 Finding a Distributor and Signing the CLA

The warning brings us to the first big topic on “where to find a distributor”. Within Microsoft, there
are two sales groups. One group covers OEMs that make general-purpose Windows PCs and
Servers. For example, Dell, HP, Lenovo, Samsung, Sony, etc. The other group covers OEMs that
build Embedded/loT devices. It’'s this latter group that oversees direct sales and distribution for the
Windows 10 IoT.

Buried deep in the Dev Center website is a document that lists all the available Windows
Embedded/loT Distributor Information for all distributors around the world:

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE37tpl
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This important document is updated from time to time with the latest contact information. If you are
not purchasing millions of licenses, then you will be going through a distributor for Windows
Licenses. There are different types of distributors on the list. Some distributors sell services, some
are electronic distributors, and some are PC manufacturers that can only provide licenses on the
devices they sell. For example, Dell can sell Windows 10 Enterprise licenses only for Dell hardware.
When you are ready to get licensing information, you should look up the distributor that is in your
region or the distributor that best fits with your company’s use of Windows 10. The licensing steps
are simple:

1. Contact a distributor and ask about the licensing process.

2. If your company has not already signed the Microsoft Client License Agreement (CLA),
then someone in your company with the appropriate authority will have to sign the CLA.
Take care who signs the CLA, as they will be the contact for Microsoft and the subjects
that follow.

Signing a Microsoft CLA to license products from Microsoft is only the first step. Ordering software,
getting the latest updates, using the right tools, license runtime key requests, and license stickers
are also part of the OEM process. The following sections discuss these next steps.

2 Microsoft OEM Website Access

Once you have the CLA and the CLA number, there are two websites that you want to sign up on
in order to gain access: Microsoft OEM Digital Operation Center and the Device Partner Center.

Note: The person(s) whose name is on the CLA will be allowed to access these websites. If there
are any technical issues, please send an e-mail to MSOEMOps@microsoft.com.

2.1 Microsoft OEM Digital Operation Center (www.microsoftoem.com)

This site allows you to download OEM Pre-installation Kits (OPKs) for software such as Windows
10 Enterprise LTSC, Windows 10 loT Core Build files, etc. You can ask the distributor to provide
the DVD ISOs for the OPKs, but having access to this website can be helpful.

Note: This website requires a little extra work to get set up. If there are any technical issues, please
send an e-mail to MSOEMOps@microsoft.com.

You will need Internet Explorer Browser and a Windows Live ID.
Note: Other browsers are not supported.

Here are the basic steps to get set up on the Microsoft OEM Digital Operation Center and log in:

1. Send an e-mail with the CLA number to MSOEMOps@microsoft.com. Ask for your internal
account manager who can get you set up for the site.

2. Once Microsoft has verified the information and grants access to the site, you will receive
two welcome e-mails. The first e-mail provides welcome information and the second e-mail
provides a PIN to access the site. The PIN will be tied to your login Windows Live ID.

3. Open Internet Explorer.

4. The next step is to open IE in private mode. Hit CTRL+Shift+P, this will open a new IE
session with the word InPrivate in the address bar.

5. Be sure to TURN OFF POP-UP BLOCKERS.

6. Enter the following address in the address bar and hit enter: microsoftoem.com. If a
certificate error appears, just continue with the website. You will be presented with the
following page:
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| File Edit View Favorites Tools Help

Choose your preferred login
= pre. By
Windows Live™ User ﬂ Microsoft Partner User 4\
N

Users with a Windows Live™ ID account and Microsoft partners with an external Microsoft
associated email address (alias@domain.com). domain account (domain\alias).

‘ \
Microsoft Internal User & Federated User m
Microsoft employee, vendor, or contractor with Enter your email address if your organization
an internal Microsoft domain account has established federation trust with Microsoft.
(domain\alias). .

‘ [ {alias@fabrikam.com sign-in »

© 2017 Microsoft. | ContactUs | Terms of Use | Privacy

7. Select Windows Live User and enter your Windows Live ID and then the password. You
will then be asked for the PIN from the e-mail.

8. As the login process starts, you may be asked to install Silverlight. Since the site runs on
Silverlight, you will need to run the Silverlight installer and log in again.

Once you have successfully logged in, the welcome screen appears. From here, you can order
software or perform basic administration of your account.

Note: The menu items may be different based on the agreement signed.

Microsoft | OEM Digital Operations Center Ll

Home

Orders | Administration

Welcome to Microsoft OEM Systems

From this Home Page you can access the specific Microsoft OEM Operations applications you use for your job function. Just select an 4
You can also view current notifications in the News and Information area below. If you need help with using any of the applications, ple

News And Events

There is no current news to display

y .

Contact Us | Terms of Use | Privacy Statement | Help
© 2017 Microsoft

Here are the steps to download OPKs:

Note: There are several Internet Explorer setup steps that have to be performed to get the
download to operate successfully. If there are any technical issues, please send an e-mail to
MSOEMOps@microsoft.com.
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1. Select Orders from the menu and then select “Embedded OEM Software Order Center”.

2. Click on “Search Kits” in the menu on the left.

Software Order Center > Search Kits
Search Kits

Press Ctrl + Click to select or de-select multiple items.

Company * CLA - Distributors *
¥ ] . 1
Search By Search Value
Int Description v] LTSB ‘
Enter up to 20 comma-separated End Item or Kit Numbers, or 1 Kit Description
Kit Type
Supplement Optional Integrated OPK A
Supplement Required Integrated OPK v
Supplement Optional Standalone OPK
(¥ Advanced Search
Clear Search | | Search
Search Results
[] kit Number ‘Kit Description Release Date V¥ Kit Type
D X21-12007 ‘Winlﬂ ToT Enterprise LTSB 2016 1607 32/64 EMB English OPK 8/1/2016 1:23:03 AM  |Full OPK
[[] x20-46582 ‘W‘In 10 IoT Ent 2015 LTSB 32-BIT/X64 EMB English -2 OPK 8/5/2015 4:16:43 PM  |Full OPK
Please select a maximum of 25 Kits
Add Remove
Kits Selected for Download
] kit Number Kit Description Release Date V¥ Kit Type

3. A search can be performed on Kit Number or Kit Description. You must select a Kit Type.

Here are the common search kit descriptions to use:

Windows 10 loT Core

Win Embedded 8 Industry
Windows Embedded Standard 7
Win Embedded POSReady 7

4. Alist will appear in the search results. Select the Kit and click the Add button.
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Software Order Center > Search Kits

Search Kits
KIT 1ype

Supplement Optional Integrated OPK.
Supplement Required Integrated OPK
Supplement Optional Standalone OPK

<

# Advanced Search

Search Results
[ |kit Number Kit Description Release Date V Kit Type
[[]x21-12007 Win10 IoT Enterprise LTSB 2016 1607 32/64 EMB English OPK [ 1/2016 1:23:03 AM  |Full OPK
[[] x20-46582 Win 10 IoT Ent 2015 LTSB 32-BIT/X64 EMB English -2 OPK 18I5I2015 4:16:43PM  |Full OPK
X
Please select a maximum of 25 Kits
Kits Selected for Download
Kit Number Kit Description |Release Date ¥ Kit Type
X21-12007 Win10 IoT Enterprise LTSB 2016 1607 32/64 EMB English OPK :slllmlﬁ 1:23:03 AM | Full OPK

Select Download Location

Country * State or Province

[seec-——— ™ v
*I hereby certify that location information is accurate

Proceed To Downioad
Please turn off al up blockers.

button.

Click the “Take Electronic Delivery” button.

You must fill out the Download Location information and click the “Proceed To Download”

A new browser window will appear asking to select the items to download and the location.

icrosoft.com/?ruid=C280B2:

& http

\-D802-4D35-803A-10B13696CAC28rid=237492 - Electr - Internet Explorer - [InPrivat

=)

X

‘E Electronic Delivery Cart

What Does This Do?
With this option, you will be able to electronically download OEM Preinstallation Kits(OPKs) to your local drive.

[P Choose your required OEM Preinstallation Kits(OPKs) from the list.
Kit Part # - Description
=] d X21-12007 - Win10 loT Enterprise LTSB 2016 1607 32/64 EMB English OPK
(2] Print Content
(2] Software - DVD

English

> Browse to select your desired local folder for the download destination.

E:\WE-lo-loT-EWOO-dawnload = | @(space Required = 13935885 Kaytes(2.3 x selected product size)

NOTE : Browse path cannot be more than 41 chars Help
extra space is required temporarily for the Microsoft Download Manager's decryption process.

> Next steps to complete your Electronic Delivery Request:
1) Select the "Take Electronic Delivery™ button

2) Wait for FTM to launch

3) Click TRANSFER to download your file(s)

Take Electronic Delivery

Optionally:
You may remove all OPKs from the cart by selecting the "Clear Cart" button.
Clear Cart |

6060820

# of Files
4

Important Note: When downloading files, you will need approximately 2.3 x of the selected total product size available on the targeted storage device. The

Help

7.
to the folder you selected.
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File Transfer Manager - X

Package Title Status

me Rem, ction Transferred Speed
DELIVERY-17-14562_X1906662SUP.pdf  Completed 19114K8 L Download 191.14 KB
DELIVERY-17-14562_X21-05294img  Downloading 0%  31mins 245GB L Download 641ME  1Mb/s
DELIVERY-17-14562_X21-05293img ~ Downloading 0% 24mins 33368 L Download 1148ME 2 Mb/s
DELIVERY-17-14562_X2112059GDEpdf Completed —100% 14109K8 L Download 141.09 kB

2.2 Device Partner Center (devicepartner.microsoft.com)

Device Partner Center is the new replacement for the old MyOEM website that was retired in 2017.
The new site contains OEM news and marketing information.

8% Microsoft  Device Pas

Device Partner Center

A Microsoft Live account is needed to access the site. You can register in the top left corner of the
webpage. You will need to provide your company’s CLA number.

3 Operating System Development Tools

There are tools to help with integrating the Windows operating system into your device.

3.1 Windows 10 IoT Core

Windows loT Core images are built with PowerShell command-line tools. There are several free
tools to download to get started:

e Windows Application and Deployment Kit (ADK). The ADK is a free download:
https://developer.microsoft.com/en-us/windows/hardware/windows-assessment-
deployment-kit

e Windows 10 IoT Core ADK Add-Ons (ADK Add-on Kit) (https://github.com/ms-iot/iot-adk-
addonkit/)

e Windows loT Core build files (MSDN and https://www.microsoft.com/en-us/software-
download/windows10iotcore)

e BSP for your platform
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The Windows 10 IoT Core Manufacturing Guide is a good place to get started with image
development.

3.2 Windows 10 Enterprise LTSC

Over the years, special Windows Embedded editions came as toolkits. The toolkits had special OS
development tools to build custom images. Starting with Windows Embedded 8.1 Industry, the
image development tools are the same as the desktop, which uses System Image Manager (SIM)
from the Windows Application and Deployment Kit (ADK). The ADK is a free download:
https://developer.microsoft.com/en-us/windows/hardware/windows-assessment-deployment-Kkit.
SIM can be used with the following Windows operating systems:

Windows 10

Windows 10 loT Enterprise (aka Windows 10 Enterprise LTSB)
Windows® 8.1

Windows® 8

Windows® 7

Windows Server® 2012 R2
Windows Server® 2012

Windows Server® 2008 R2
Windows Server® 2008

Windows® Embedded 8.1 Industry
Windows® Embedded 8 Industry
Windows® Embedded POSReady 7

For more information on using SIM, please see the book Starter Guide for Windows® 10 loT
Enterprise, which covers the details of SIM.

4 Windows loT Core Services

Runtime keys and license stickers are not needed for Windows I0T Core. Windows loT Core is free
so long as the devices are never connected to the internet. If you are connecting to Microsoft Azure
then you will have to sign up for Windows 10 IoT Core Services. The services help to keep the
device updated in the field via Azure. For more information, contact your distributor or visit the
Windows 10 loT Core Services site.

Windows 10T Core does need a code signing certificate to build a retail image for production. We
covered the details of this certificate in the article “Windows® 10 10T Core Retail Build with Code
Signing Certificate”.

5 Royalty and Production Runtime License Keys for
Windows 10 Enterprise LTSC

Windows 10 Enterprise requires a royalty payment for each unit shipped, a sticker to be placed on
each unit and a product runtime license key in the image. For Windows 10 Enterprise, there are
three different royalty payment levels:

Level Target CPU
High End Intel i7, Xeon or AMD FX7500/FX9590
Value Intel Celeron, i3, i5, AMD A10, A8
Entry Intel Atom or AMD E1, E2, A4, A6
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As the Windows 10 Enterprise LTSC image is being developed, it is important to get the production
runtime license key to include with the image. The runtime key is a 5x5 alphanumeric key that is
assigned to your company by Microsoft. This key is also known as the EPKEA activation key. For
embedded OEMs, you only need one runtime key for all the images that you will build. The key that
you receive is assigned to your company.

Note: The operating system OPKs will come with a paper with default keys. These default keys
can be used during development, but a production key is required for manufacturing.

To obtain the runtime key, contact your distributor, and they will send your request to Microsoft.
Alternatively, you can request the OEM Embedded Activation Product Key Request form from
Microsoft at OAsignh@microsoft.com. An e-mail with the product key will be sent back to the person
at your company that signed the CLA.

Once you have the key, the developer can put the key into the image. If using System Image
Manager to create the custom image, the key can be placed in the Microsoft-Windows-Setup
component Pass 1 UserData->ProductKey->Key of the main answer file.

Bk Untitled
& 1, Components
-5 1windowsPE
H ;-f:[] amd64_Microsoft-Windows-Setup_neutral at
omplianceCheck v Settings

isgnostcs B e S ———

iskConfiguration WillShow Ul

unSynchronous
{"]) UpgradeData

=-{fJ) UserData

HE g ProductKey

#-{"]) WindowsDeploymentServices
-0l 2 offline Servicing

For a Sysprep unattended file used to create a master image for production, the key can be placed
in the Microsoft-Windows-Shell-Setup component Pass 4 ProductKey.

=i Untitled [+
=, Components 4 specialize
- 1 windowsPE Enable True
--1ig 2 offlineServicing Id amd64_Microsoft-Windows-Shell-Setup__neutral_31bf38562
E 3 generalize | v Settings
-1l 4 specialize Bluetooth TaskbarlconEnabled
= C_U amd64_Microsoft-Windows-Shell-Setup_neutral ComputerName
& ’j‘ AutoLogon Convertible Slate Mode Prompt Preference
{71 ClientApplications CopyProfile
{7]) DesktopOptimization DisableAutoDaylight Time Set
- ﬁ Display DoNotCleanTaskBar
a-{_]) NotficationArea EnableStatMenu
{"1) OEMInformation OEMName
& j OEMWelcomeCenter ProductKey AAAAA-BBBBB-CCCCC-DDDDD-EEEEE
~{"]) OEMWelcomeCenterLinks RegisteredOrganization
{7]) StartPanellinks RegisteredOwner
w-{"]) StartTiles ShowPowerButtonOnStart Screen
{7]) Taskbarlinks ShowWindowsLive
& j Themes SigninMode
~{"]) WindowsFeatures TimeZone
i 5 auditSystem
il E 6 auditUser
{ E 7 oobeSystem

|| Packages

It is important to know that the answer files get installed with the image in a couple of places. The
file at this point is no longer needed so they can use a script or sync command in the Sysprep
unattended file to remove the XML files so no one can get the key.
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6 License Stickers for Windows 10 Enterprise LTSC

When you are ready to ship a product, license stickers must be placed on each unit that ships with
a Windows 10 Enterprise LTSC Operating System. To orders stickers, please contact your
Microsoft distributor.

Each sticker has a unique serial number key. THIS UNIQUE SERIAL KEY IS NOT THE Product
RUNTIME KEY TO BE USED IN THE IMAGE. The unique serial number key should be entered
into a spreadsheet or database along with the serial number of the unit and where it was shipped.
This information can be used for audit purposes. Here is an example sticker:

.\'\
Windows® 10 loT Ent201 1
LTS8 Entry iy |

| RE=S

7 Product End-of-Life Dates

Pay attention to any news from the Device Partner Center, the distributor, or from Microsoft about
product End-of-Life dates. No orders for stickers can be placed after the End-of-Life date.

For more information on Microsoft's product life cycles, please visit the following website:
https://support.microsoft.com/en-us/lifecycle/selectindex or contact your distributor for more
information.

Windows is a registered trademark of Microsoft Corporation
All other copyrighted, registered, and trademarked material remains the property of the respective owners.
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